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Rel i ef  a nd  Lega l  Wa rni ng

 This presentation is for educational 
purpose only and is not intended, nor 
should it be considered, as a 
contributor, legal or an accounting 
consultation.

 Any advise that this presentation 
contains has not been considered or 
written to be used, and can not be 
used, for the purpose of evading 
penalties that may be imposed under 
the Internal Revenue Code or any 
local, state or federal tax provision.

      Galindez, LLC (December 7, 2023) 
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T e r m i n o l o g y  a n d  A b b r e v i a t i o n s
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A G E N D A

Gramm-Leach-Bliley Act – Student 
Information Security                                                                 
Auditors’ Perspective

Most frequent audit findings

Current financial outlook of universities
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G r a m m - L e a c h - B l i l e y  A c t –
S t u d e n t  I n f o r m a t i o n  S e c u r i t y  -  ( c o n t . )

• GLBA was enacted in 1999 (Pub. L. No. 106-102) 
• Provides a framework for regulating the privacy and data security practices of a 

broad range of financial institutions.

• Requires financial institutions to provide customers with information about the 
institutions’ privacy practices and about their opt-out rights, and to implement 
security safeguards.

• The Federal Trade Commission considers Title IV-eligible institutions that 
participate in Title IV Educational Assistance Programs as “financial 
institutions” and subject to the Gramm-Leach-Bliley Act because they 
appear to be significantly engaged in wiring funds to consumers. 

• Institutions (IHE/Colleges) agree to comply with GLBA in their Program 
Participation Agreement with ED. 

• Institutions must protect student financial aid information, with particular 
attention to information provided to institutions by ED or otherwise obtained 
in support of the administration of the Federal student financial aid program.
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G r a m m - L e a c h - B l i l e y  A c t –
S t u d e n t  I n f o r m a t i o n  S e c u r i t y  -  ( c o n t . )

Has the institution 
designated QI?

Is there a written 
information 

security program?

Does the institution 
documented its 

risks/safeguards

“Auditors are expected to evaluate the information 
safeguard requirements of GLBA in audits of 
postsecondary institutions or third-party servicers under 
the regulations in 16 C.F.R. Part 314:”

1. Verify that the institution has designated an 
individual to coordinate the information security 
program and enforce its compliance.

2. Verify that the institution has a written information 
security program and that the written information 
security program addresses the remaining six required 
minimum elements.

When an auditor determines that an institution or servicer 
has failed to comply with any of these GLBA requirements, 
the finding will be included in the institution’s audit report.

Dear CPA Letter: CPA-19-01
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G r a m m - L e a c h - B l i l e y  A c t –
S t u d e n t  I n f o r m a t i o n  S e c u r i t y  -  ( c o n t . )

The elements that an institution must address in its written information 
security program are at 16 CFR 314.4

1. Designates a qualified individual responsible for overseeing and 
implementing the institution’s information security program and 
enforcing the information security program in compliance (16 
CFR 314.4(a)).
– In cases where an institution uses a service provider

• Retain responsibility for compliance with GLBA;
• Designate a senior member of its personnel responsible for direction 

and oversight of the Qualified Individual; and
• Require the service provider or affiliate to maintain an information 

security program that protects the institution in accordance with the 
requirements of the regulations at 16 CFR Part 314(a)(1) through (3).
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G L B A -  e l e m e n t s  t h a t  a n  i n s t i t u t i o n  m u s t  a d d r e s s  i n  
i t s  w r i t t e n  i n f o r m a t i o n  s e c u r i t y  p r o g r a m  ( c o n t . )

2. Provides for the information 
security program to be based on a 

risk assessment that identifies 
reasonably foreseeable internal 

and external risks to the security, 
confidentiality, and integrity of 
customer information (16 CFR 

314.4(b).

3. Provides for the design and 
implementation of safeguards to 

control the risks the institution 
identifies through its risk 

assessment (16 CFR 314.4(c)).

4. Provides for the institution to 
regularly test or otherwise monitor 

the effectiveness of the 
safeguards it has implemented (16 

CFR 314.4(d)).

5. Provides for the implementation 
of policies and procedures to 

ensure that personnel are able to 
enact the information security 
program (16 CFR 314.4(e)(1)).

6. Addresses how the institution 
will oversee its information system 
service providers (16 CFR 314.4(f)).

7. Provides for the evaluation and 
adjustment of its information 

security program in light of the 
results of the required testing and 

monitoring; 
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G r a m m - L e a c h - B l i l e y  A c t –
S t u d e n t  I n f o r m a t i o n  S e c u r i t y  -  ( c o n t . )

Minimum safeguards that the written information security program must 
address:

1. Implement and periodically review access controls.
2. Conduct a periodic inventory of data, noting where it’s collected, stored, 

or transmitted.
3. Encrypt customer information on the institution’s system and when it’s 

in transit.
4. Assess apps developed by the institution.
5. Implement multi-factor authentication for anyone accessing customer 

information on the institution’s system.
6. Dispose of customer information securely.
7. Anticipate and evaluate changes to the information system or network.
8. Maintain a log of authorized users’ activity and keep an eye out for 

unauthorized access.
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G L B A –  D o c u m e n t s  r e q u e s t e d  b y  a u d i t o r s -
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GLBA Security and Compliance Plan
Business Continuity Plan (BCP)
IT Security Policy
IT Network Monitoring Procedure
Antivirus/Endpoint Monitoring Procedure
Pentest Report 
Risk Assessment Report 
Users Security Awareness Procedure 
User Awareness Training Evidence – performed each year
Business Continuity Test Report 
IT Office Organizational Chart
Network Diagram (including security perimeters controls)
Financial and Academic Applications Inventory



Federal Trade Commission

1. When an audit report that includes a GLBA audit 
finding is received by the Department, we will refer 
the audit to the FTC. 

2. Once the finding is referred to the FTC, that finding 
will be considered closed for the Department’s 
audit tracking purposes. 

3. The FTC will determine what action may be needed 
as a result of the GLBA audit finding.

Gra mm- Lea ch- B l i l e y  Act–
Stu d ent  I nfo rma ti o n Secu ri ty

Dear CPA Letter: CPA-19-01

GLBA     
audit finding

USDE
(refer and close 

issue)

FTC/FSA 
(determines 

action 
needed)
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FSA Cybersecurity Team

1. Federal Student Aid’s Postsecondary Institution 
Cybersecurity Team (Cybersecurity Team) will also be 
informed of findings related to GLBA, and may request 
additional documentation from the institution in order 
to assess the level of risk to student data presented by 
the institution or servicer’s information security 
system.

2. If the Cybersecurity Team determines that the 
institution or servicer poses substantial risk to the 
security of student information, the Cybersecurity 
Team may temporarily or permanently disable the 
institution or servicer’s access to the Department’s 
information systems. 

3. Additionally, if the Cybersecurity Team determines that 
as a result of very serious internal control weaknesses 
of the general controls over technology that the 
institution’s or servicer’s administrative capability is 
impaired or it has a history of non-compliance, it may 
refer the institution to the Department’s Administrative 
Actions and Appeals Service Group for consideration 
of a fine or other appropriate administrative action by 
the Department.

Gra mm- Lea ch- B l i l e y  Act–
Stu d ent  I nfo rma ti o n Secu ri ty

Dear CPA Letter: CPA-19-01

Request additional 
information

Disable access to the 
Department’s information 
systems

Fine or administrative action
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F i n e s  &  P e n a l t i e s
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FAILURE TO COMPLY WITH GLBA

• Organizations are fined up to 
$100,000 for each violation of this 
law, and the officers and directors of 
the organization may be fined up to 
$10,000 personally. Individual may 
also face up to 5 years in prison.



G L B A –  G E N  2 3 - 0 3  &  0 8  ( u p d a t e )

Issued on February 15, 2023 and updated on May 16, 2023

Update list of functions and activities that fall within the scope of 
the third-party servicer (TPS) (§ 668.2) requirements.

*An institution may not contract with a TPS to perform any 
aspect of the institution’s participation in a Title IV program if the 
servicer is located outside U.S. or operated by a non citizen.

An institution must report any individual or entity with which it 
contracts that meets the TPS criteria listed above using the 
Department’s E-App process.
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G L B A –  G E N  2 3 - 0 3  &  0 8  ( u p d a t e )  –  c o n t .
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Third-party servicer

(1) An individual or a State, or a private, profit or 
nonprofit organization that enters into a contract 
with an eligible institution to administer, through 
either manual or automated processing, any aspect 
of the institution's participation in any Title IV, HEA 
program. The Secretary considers administration of 
participation in a Title IV, HEA program to— 



G L B A –  G E N  2 3 - 0 3  &  0 8  ( u p d a t e )  –  ( c o n t . )

• Recruitment
• Student & institutional
• Consumer information
• Default prevention
• Delivery of Title IV 

funds
• Computer services
• Retention of students
• Instructional content
• Consulting and auditing
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G L B A –  G E N  2 3 - 0 3  &  0 8  ( u p d a t e )  –  ( c o n t . )
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ED plan to issue a final revised DCL with an effective date at least six months after its publication to 
allow institutions and third-party servicers covered by the final guidance to meet any reporting 

requirements. 

September 1, 2023 no longer in effect

September 1, 2023

May 1, 2023

Effective date



C o m m o n  G L B A  C o m p l i a n c e  F i n d i n g s

• Missing Information Technology Point of Contact.
• Risk Assessment has not been performed.
• Use of accounts that are not password protected.
• Account passwords shared with staff members and student 

interns.
• Scanning and storage of PII to a network that can be easily 

accessed through any of the common administrator accounts.
• Discovered malicious programs, such as ones capable of 

capturing keystrokes typed on the keyboard (keylogger).
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F i n d i n g  E x a m p l e s
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C y b e r  H y g i e n e
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A u d i t  r i s k  a n d  m o s t  f r e q u e n t  a u d i t  
f i n d i n g s
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A u d i t  r i s k
Programs designated by ED as susceptible to significant improper 
payments
• Pell Grant
• Direct Loans

Test that may identify improper payments
• Eligibility
• Cash Management
• Verification
• Disbursements
• Return of IV funds
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A u d i t  r i s k  -  c o n t .

Changes in payment 
methods

Significant increase in 
enrollment

New bachelor's and 
master's programs 

Technology and IT 
controls

Expiration of 
agreements and 

contracts (PPA, Ecar, 
etc.)

Program reviews Control environment

Factors that contribute to an increase audit risk in SFA cluster
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M o s t  f r e q u e n t  a u d i t  f i n d i n g s
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M o s t  f r e q u e n t  a u d i t  f i n d i n g s  –  c o n t .
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C u r r e n t  f i n a n c i a l  o u t l o o k  o f  u n i v e r s i t i e s
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N u m b e r  o f  I n s t i t u t i o n s  w i t h  N e t  L o s s  i n  t h e  l a s t  f i v e  
y e a r s
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Loss from operations Net loss



O p e r a t i n g  M a r g i n
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2018 2019 2020 2021 2022
Average NP -2.1% 1.8% 2.4% 6.6% 7.8%
Median NP 0.7% 2.7% 2.0% 8.2% 7.0%
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C u r r e n t  r a t i o

2018 2019 2020 2021 2022
Average NP 2.40 2.64 2.71 3.19 2.73
Average GO 1.55 2.08 1.60 2.57 2.62
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L o n g - t e r m  D e b t  t o  N e t  A s s e t s

2018 2019 2020 2021 2022
Average NP 37% 32% 43% 31% 16%
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D a y s  i n  A c c o u n t s  R e c e i v a b l e

2018 2019 2020 2021 2022
Average NP 35.88 32.99 34.31 40.42 32.70
Average GO 56.41 53.72 47.94 37.89 36.33
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R e t u r n  o n  I n v e s t m e n t s

2019 2020 2021 2022
Average NP 7.8% 4.9% 15.0% -8.0%
Average GO 4.3% 2.7% 15.1% 1.1%
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R e t u r n  o n  A s s e t s

2018 2019 2020 2021 2022
Average NP 2.5% 3.1% 1.8% 9.9% 5.2%
Average GO -13.3% 0.3% -6.8% 1.5% 12.0%

-15.0%
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10.0%

15.0%
Return on Assets
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Thanks !

2 0 2 3  C o p y r i g h t s  
R e s e r v e d .
T h i s  m a t e r i a l  c o u l d  n o t  b e  
r e p r o d u c e d  w i t h o u t  t h e
c o n s e n t  a n d  w r i t t e n  
a u t h o r i z a t i o n  b y  
G A L I N D E Z
L L C ,  a n d  w i l l  b e  a v a i l a b l e  
i n  o u r  w e b  p a g e :
w w w . g a l i n d e z l l c . c o m / p r e s
e n t a t i o n s

If you have any questions, please feel 
free
to contact us at
787-725-4545 or by e-mail at
info@galindezllc.com
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